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Abstract

The objective of this research is to study and analyze the problems in
investigating and prosecuting foreign hackers under Thai laws. Qualitative research
has been used as a methodological approach in this research. It has relied on
relevant regulations, books, research articles, academic articles, reports, and
news from around the world. Knowledge or information based on those documents
has been used to analyze the problems and establish conceptions.

This research found that the problems do not result from the Computer-
related Crime Act B.E. 2550 (2007). In fact, this Act is the effective regulation.
However, the problems result from Thai officers themselves. They do not have
sufficient knowledge and capabilities to investigate and prosecute hackers from
abroad. In addition, the problems involve the investigation and collection of

digital evidence located in other countries. This process has to rely on the Act
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on Mutual Assistance in Criminal Matters B.E. 2535 (1992). The problems also
include the extradition of foreign hackers under the Extradition Act, B.E. 2551
(2008).

This research offers the resolutions of the problems. Those may include
the development of officers’ capabilities, participation in international cooperation,

and a decrease in legal processes.

Keywords: Hacking, Cybercrime, Hacker
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! Larry Mays, Jeremy Ball, and Laura Fidelie, Criminal Law: Core Concepts, First
Edition (New York: Wolters Kluwer Law & Business, 2015), p. 235.

? Joseph Migga Kizza, Computer Network Security and Cyber Ethics, Fourth Edition
(North Carolina: McFarland & Company, 2014), p. 114.

® Richard Lovely, Cybercrime in International Crime and Justice, Edited by Mangai
Natarajan, First Edition (New York: Cambridge University Press, 2011), p. 160.

¢ Larry Mays, Jeremy Ball, and Laura Fidelie, Criminal Law: Core Concepts, p. 235.

> Catherine D. Marcum, Cyber Crime, Second Edition (New York: Wolters Kluwer,
2019), p. 119.

¢ Ibid.
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Approach, First Edition (Oakland: University of California Press, 2020), p. 87.

% David J. Engebretson, Technician’s Guide to Physical Security Networking: Enterprise
Solutions, First Edition (Indiana: Author House, 2008), p. 71.
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# Andreas Mitrakas and Damian Zaitch, Law, Cyber Crime and Digital Forensics: Trailing
Digital Suspects in Digital Crime and Forensic Science in Cyberspace, Edited by Panagiotis
Kanellis and Others, First Edition (London: IDEA Group Publishing, 2006), p. 269.

%% Ross M. Gardner and Donna R. Krouskup, Practical Crime Scene Processing and
Investigation, Third Edition (London: CRC Press, 2018), p. 45.

*! Richard Boddington, Practical Digital Forensics, First Edition (Birmingham: Packt
Publishing, 2016), p. 56.
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32 Don Kerr, John Gammack, and Richard Boddington “Overview of Digital Business
Security Issues” in Digital Business Security Development: Management Technologies,
Edited by Don Kerr, John G. Gammack, and Kay Bryant, First Edition (New York: Business
Science Reference, 2010), p. 22.

3 Alaa Hussein Al-Hamami and Ghossoon M. Waleed Al-Saadoon, Handbook of
Research on Threat Detection and Countermeasures in Network Security, First Edition
(Hershey: Information Science Reference, 2014), p. 144.

** Sasa Mrdovic, loT Forensics in Security of Ubiquitous Computing Systems: Selected
Topics, Edited by Gildas Avoine and Julio Hernandez-Castro, First Edition (Cham: Springer,
2021), p. 216.

> Ibid.

*® Joakim Kavrestad, Fundamentals of Digital Forensics: Theory, Methods, and

Real-Life Applications, First Edition (Cham: Springer, 2020), p. 3.
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%% John E. Hess, Interrogation for Law Enforcement, Second Edition (New Jersey:

Matthew Bender & Company, Inc., 2010), p. 82.
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%% Christina Voigt, Up in the Air: Aviation, the EU Missions Trading Scheme and
the Question of Jurisdiction in Cambridge Yearbook of European Legal Studies, Edited
by Catherine Barnard, Markus Gehring, and lyiola Solanke, First Edition (Oregon: Hart Publishing,
2012), p. 496. (Extraterritorial jurisdiction is the legal ability of a state to exercise authority
over actors and activities beyond its boundaries.)

0 Hiromi Sato, Multilayered Structures of International Criminal Law, First Edition
(Cham: Springer, 2021), p. 141.

4 Danielle Ireland-Piper, Extraterritoriality in East Asia: Extraterritorial Criminal
Jurisdiction in China, Japan, and South Korea, First Edition (Massachusetts: Edward Elgar

Publishing, 2021), p. 106.
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atufl 1 (lquieu 2564), wi 134-150.

> United Nations Office on Drugs and Crime (UNODC), Obstacles to Cybercrime
Investigations [Online], 15 December 2021. Source: https.//www.unodc.org/edj/en/cybercrime/
module-5/key-issues/obstacles-to-cybercrime-investigations.html

“ Ibid.

* Ibid.

MFULS L 67



NIestifenans uningrdewdivais U 5 adui 2 (nsngrax - Suaeu 2565)

Wantnndanuiwazanudesviglureuinnes wilssnelvediniiauaay
wwIBsilanaryAaINsNauskazAUREIglusoiana

Jymdrdgdnusznisnilalunisanfuafduugninesiiiauaiunsogs

[
A 1 = U

Ao yaranguilondueglusinsusewme waglinsgihanuialulssmalve mnninau

Wnihdesnisiavdvasunseaniuadiuudninasnedludiaussma wiinau

WA UAUTIUTINNEUNANFIUATTAM19 9 Neglumisseme minnidnay

Wt ldaunsaiusIuswmsonsIvde uNeIURangIuARYald n1saduadiu

¥ o a

AnsevinauRanIenininesneglusiissemanliaunsavinla wenainininey

Y

LNUNTIABIDALNITVDAINTILUE OUTOAINTINADTTUINSUTEIMALUAR DY 11N

Uszimnagsuifosvaufiasiinnumemionsannusuiieduusswealveglunsduaiu

a v Y 1%

A0UAIY WATLAUTIUTIMNEIUNANFIUATTE nilnnudmihigenliaunsasiuad

[y

fudnsgyhenuiinviaudninessaeglusinsusswmeld uagmnndnanudmiidenis

Nazidudninasiagludisuszmannsulnenunguunglneg wiinaudmiiises

D

Aliunsvelvideiadirediauau nssuiunsaananiilduiesienndiun adududeu

wazdailgyassalunanguunednuin

1 I 1

(2) NMsvBANUYIBMANTEAMNTIABTEMINUsmATuARDIYN
Tevialu N35SI IUNANFINATTALANNMUIEAD NTLUIUNITAUM S8y

5 Wi wagsnwideyaioneundviannesesreuianesiayngunsaidniv

¥ o a

WAL TUARNUKNTEVINAURA WAIBNITEUAIU FRUAIU LA TIUTIUNE UGN Y

AIvanglul smaALazd 19UsEMATANULANA Y IINNENMUI TN TOAUN
¥i305eY IP Address veudninesld uavmadeunuin IP Address dananieglulsemelng
wifnaudmihfioraduiunsvelimasenneduiieliusuTume undng Adva
3w 9 Usgneumsauawiedeuaiu wnninaudmiiinudi IP Address vosudnines
oglusssyima viseudninesiduriinsmniuaz newelusnadsina ninamdmihd

wva 1 v

Tiaunsalggnamunsessi g Aanmemsnsem R ang N uABNR ARBS W.A. 2550

]

% Kamlesh K. Bajaj and Debjani Nag, E-=Commerce: The Cutting Edge of Business,

Second Edition (New Delhi: Tata McGraw-Hill Publishing Company Limited, 2005), p. 291.
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